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MESSAGE FROM THE VICE-CHANCELLOR

It gives me immense pleasure to note that the students of

-~

- >
B Commerce Department of Tripura University have publlsﬁcd : '“'"
k i the Second Volume of Departmental Wall Magazine P |
g “Business Updates”. I admire the endeavour of students of A
f this department for their creativity and curiosity. ,;
=
My blessing to them. - 4

{ (Prof. M. K. Singh)_ 2 "
_ Vice-Chancellor



-

It gives me immense pleasure to note that the Second

Volume of the Departmental Wall Magazine has be,en'

published by the students of the Department of Commerce.

My blessing is always with them.

(Prof. C. B. Majumder)
Dean, 4
Faculty of Arts & Comme
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MESSAGE FROM THE HEAD

I am happy to note that since its inception, the primary aim -
of the Department has been to make the student responsive t’é_,'_. ~
change in social realities and make the world a sustainable -
place through the development and application of ethics,
integrity and knowledge. The publication of “Business
Updates", Vol-II, No.-1 is a modest step towards that vision
by focusing on skill based outreach programme.
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My love and support is always with them.

(Prof. Chinmoy Roy) =~
Head,
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E-banking: Threats and Prevention

:-Priya Das (2nd Semester)

Introduction

Electronic banking is a form of banking in which funds are transferred through
an exchange of electronic signals rather than through an exchange of cash,
cheque or other types of paper documents. In recent days, many privacy
concems arose with the increasing use of internet banking or online
transactional activities which caused financial loss to the customers of online
banking. In Tripura many ATM skimming devices were found to be installed
by hackers, which record the ATM card code number of individuals and the
fraudulent activities with the confidential information of the customers. Not
only carding or ATM skimming, many other cyber attacks such as phishing

through fraud messages and phone calls are also some awful acts which are
done by attackers through cyber activities.

Security Threats in E-Banking:

Security risk arises on account of unauthorized access to a bank’s critical
information stores like accounting system, risk management system, portfolio
management system etc. A breach of security could result in direct financial
loss to the bank. For example, hackers operating via Internet could access,
retrieve and use confidential customer information and also can implant virus.
This may result in loss of data, theft of or tampering with customer information,
disabling of a significant portion of bank’s internal computer system which in
turn becomes the cause of service denial and also increase the cost of repairing
the machines. Some types of cyber attacks that already targeting E-banking
services, detected throughout 2017 to early 2018 are:

1. Identity Theft — Identity theft is the crime of obtaining another person’s
personal or financial information such as someone’s photos from social sites
and to steal his personal information like your name, date of birth etc. to pretend
to be you to commit frauds and to obtain financial benefits.

2. Ransomware: Ransomware is a type of malware that restricts access to your
computer or your files and displays a message that demands payment in order
for the restriction to be removed.



3. Carding/ATM skimming: skimming is a theft of card information, where a
small device, known as a skimmer, is used to steal the information during a
legitimate ATM transaction. As the card is swiped at the machine, the skimmer
device captures the information stored on the card's magnetic strip. Thieves
place the skimmer on the ATM card swiping mechanism.

4. Man-in-the-middle attack: Here, a fake website is created to get the
attention of users to this website. Normally, the attacker is capable to trick the
users by disguising their identity to make it appear that the message was coming
from a trusted source. Once successful, instead of going to the designated
website, users don’t realize that they actually entered into the fraudster’s
website.

5. Spoofing: Spoofing is a type of scam in which criminals attempt to obtain
someone's personal information by pretending to be a legitimate business, a
neighbor, or some other innocent party. There are several kinds of spoofing,
including email spoofing, text message spoofing, caller ID spoofing and URL
and GPS spoofing.

6. Phishing: Phishing attempts will appear to be from a trustworthy person or
business. Cyber criminals pretending to be an official representative, send you
an email or message with a waming related to your account information. The
message will often ask for a response by following a link to a fake website or
email address where you will provide confidential information.

7. Vishing: Vishing is both a recent and a very old scam. It is the age old fraud
where the attacker phones the victim and uses social engineering to trick the
victim into revealing secret information such as credit card information.

8. Pharming: Pharming attack is a sophisticated version of phishing attacks.
The attacker inject Trojans and/or worms into users’ computers or the DNS
server that causes different types of attacks (modifying users’ hosts file, DNS
cache poisoning, domain hijacking, static domain spoofing, etc.).

Tips to Minimise Risk

1. Choose an account with two factor authentication- Try to get a bank
account that offers some form of two factor authentication for online banking.
These days many, but not all, banks offer a small device that can be used to
generate a unique code each time you log in. This code is only valid for a very



short period of time and is required in addition to your login credentials in order
to gain access to your online account.

2. Create a strong password- If your bank requires a user-generated password
in order to access online accounts make sure you choose one that is strong. The
best way to achieve this is by making it long and a mix of upper and lower case
letters, numbers and special characters.

3. Secure your computer and keep it up-to-date- Security software is
essential these days, regardless of what you use your computer for. As a
minimum, make sure you have a firewall tuned on and are running antivirus
software. This will ensure you are protected from Trojans, keyloggers and other
forms of malware that could be used to gain access to your financial data.

4. Avoid clicking through emails- No financial institution will send an email
asking you to provide any of your login details. If you receive an email that
appears to be from your bank that asks for such details then treat it with
suspicion as it may well be a phishing attempt to trick you into handing your
credentials over. Likewise, be aware of links in emails that appear to be from
your bank.

S. Avoid unsolicited phone calls- Your financial institution may require you to
answer a security question, they should never ask for passwords or PINs (they
may ask for certain letters or numbers from them, but never the whole thing). If
in doubt, do not be afraid to hang up and then call your bank back via a
telephone number that you have independently confirmed as being valid.

6. Access your accounts from a secure location: It’s always best practice to
connect to your bank using computers and networks you know and trust. But if
you need to access your bank online from remote locations you might want to
set up a VPN (Virtual Private Network) so that you can establish an encrypted
connection to your home or work network and access your bank from there.

7. Always log out when you are done: It is good practice to always log out of
your online banking session when you have finished your business. This will

lessen the chances of falling prey to session hijacking and cross-site scripting
exploits.

8. Set up account notifications (if available): Some banks offer a facility for
customers to set up text or email notifications to alert them to certain activities



on their account. For example, if a withdrawal matches or exceeds a specified
amount or the account balance dips below a certain point then a message will be
sent. Such alerts could give quick notice of suspicious activity on your account.

9. Monitor your accounts regularly: It should go without saying that
monitoring your bank statement each month is good practice as any
unauthorised transactions will be sure to appear there. Look at every transaction

since you last logged in and, if you spot any anomalies, contact your bank
immediately.

10. Avoid using public Wi-Fi or use VPN software

Usage of public Wi-Fi hotspots of internet on mobile banking and making
payments on ecommerce sites should be avoided. However, setting up VPN
software on your computer creates a secure tunnel between the computer and
the internet and prevents hackers from interrupting the traffic.

Conclusion

Internet is a public network of computers which facilitates flow of
data/information and to which there is unrestricted access. Banks using this
medium for financial transactions must, therefore, have proper technology and
systems in place to build a secured environment for such transactions. Internet
banking has some inherent risks due to its nature. Internet is prone to hackers
and hence fraudulent risks are always there. The necessity for a strong
authentication solution became inevitable in banking services because of the
growing pace of the transition technology adoption along with the unfortunate
rise in fraud and security breaches. Banks should take the security
considerations as part of their service offerings.
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Financial Inclusion in India: Overview and Status
- Paulami Ray (2" Semester)

Introduction
“The test of our progress is not whether we add more to the abundance of
those who have much; it is whether we provide enough for those who have
too little.”
- Franklin D. Roosevelt

Financial sector is considered to be the backbone of any economy and efficiency in
working of the financial sector indicates the socio-economic wellbeing of that country.
For the inclusive growth of an economy it is crucial to focus on the growth and
stability of financial position of every citizen. Financial inclusion is an attempt to
include maximum number of participation from all sections of the society for an
inclusive growth of the economy. One of the main objectives of financial inclusion is
easy availability of financial services which allows maximum investment in education,
business opportunities, savings for future contingencies, insurance etc. by the weaker
sections of the society.

Indicators of financial inclusion
Financial inclusion can be measured based on three broad dimensions (G20 Financial
Inclusion Indicators) -

1. Access to financial services- Measured by taking into account the following
indicators- number of branches, ATMs, agents of payment service, mobile agent
outlets, POS terminals, debit cards per 100,000 adults. Access to a mobile phone,
internet and having a national identity card is also taken into account.

2. Usage of financial services- This is measured by taking into account the
following indicators- adults with an account, number of accounts, adults with
credit at regulated institutions, adults with insurance, adults performing cashless
transactions, adults using digital payments, payment using a bank card, saving

. propensity of an adult.

3. Quality of products and service delivery- In order to measure the quality of

products, the following quality indicators are taken into account-
i.  Financial literacy and capability-
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Financial knowledge- Financial knowledge considered the correct

responses to questions about basic financial concepts, such as Inflation,
Interest rate, Compound interest, Main purpose of insurance etc.

Financial Behavior- Use of Savings for emergency funding can be
measured by taking into account the % of adults who report that in case
of an emergency it is possible for them to come up with 1/20 of gross
national income (GNI) per capita in local currency and cite savings as
their main source of this money.

a Markct conduct and consumer protection-

i
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Disclosure requirements- Disclosure index combining existence of a
vanety of disclosure requirements: (1) Plain language requirement (e.g.
understandable, prohibition of hidden clauses). (2) Local language
requirement, (3) Prescribed standardized disclosure format etc.

Dispute resolution- Index reflecting the existence of formal internal and
extemnal dispute resolution mechanisms: (1) Internal dispute resolution
mechanism indicator: law or regulation setting standards for complaints
resolution and handling by financial institutions (2) Extemal dispute
resolution mechanism indicator: System in place that allows a customer
to seek affordable and efficient recourse with a third party

b. Bame:s to use-

Credit barriers- it is measured by the percentage of SMEs required to
provide collateral on their last bank loan (reflects the tightness of credit
conditions).

Credit barriers- In the process of getting credit the strength of credit
reporting systems and the effectiveness of collateral and bankruptcy
laws in facilitating lending is measured as “Distance to frontier”. The
“distance to frontier” score aids in assessing the absolute level of
regulatory performance and how it improves over time.

Major Initiatives:

Some of the major initiatives taken by the GOI and RBI in the recent years which have
resulted into great outreach of financial services to the rural and backward areas of
India are-

1. Pradhan Mantri Jan Dhan Yojna (PMJDY)- The Govemnment initiated the

National Mission for Financial Inclusion (NMFI), namely, Pradhan Mantn Jan
Dhan Yojna(PMJDY) in August, 2014 to provide universal banking services for






